Protection Against
Social Engineering

Spot deception attempts — and protect yourself effectively.
This course raises your employees’ awareness of the risks of social
engineering and teaches effective protection strategies for everyday work.

Quick Facts

k Focus: Protection against deception attempts and @ Duration: 15 minutes
security incidents caused by social engineering (based on average completion time)
@ Target group: Employees from é\ Flexible: Available via your LMS or
all departments \* our online platform
@ Certificate: Legally compliant proof of /
participation included :

Key Learning Content for Your Employees

° Understanding social engineering: How attackers exploit trust to create security vulnerabilities.

° Identifying attack methods: The most common deception techniques — from phishing to CEO fraud.

° Recognising warning signs: Typical indicators and signals in day-to-day work. 000
° Implementing protective measures: Enhancing action competence and closing security gaps.

Effective Learning Through Modern Methods

° Storytelling: Real-life inspired stories for practical relevance.

° Playful learning: Interactive elements encourage active engagement.

° Practical examples: Everyday scenarios make threats tangible.

° Final quiz: Test and reinforce knowledge for greater confidence in action.

Expert Knowledge for Your Employees

Digital security rarely fails due to technology, but often due to human
Q factors - the best defence is a well-trained team.

Johannes Gilch - Lawyer

Raise your employees’ awareness of digital deception!
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